INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

nMUIHUMMMMM 



(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 
18 December 2003 (18.12.2003) 




PCT 



(10) International Publication Number 

WO 03/105457 Al 



(51) International Patent Classification 7 : H04M 1 5/00, 
H04L 12/14, 29/14 

(21) International Application Number: PCT/IB03/02604 

(22) International Filing Date: 30 May 2003 (30.05.2003) 

(25) Filing Language: En 8 Hsh 

(26) Publication Language: English 

(30> KuSsT" 10June2002dO.06.2002) GB 

(71) Applicant (for all designated States except US)j\ NOKIA 
CORPORATION [FI/FI], Keilalahdentie 4, FTN-02150 
Espoo (Fl). 

(721 Inventors; and 

(75) Inventors/Applicants (for US only): KOSKINEN, Juha- 



Pekka [FI/FI]; Heinajoenkatu 13, FIN-13210Hameenlinna 
(FI). VALLINEN, Juha [FI/F1]; Taimonkatu 6 D 49, FTN- 
33900 Tampere (FI). 
(74) Agent: SLINGSBY, Philip, Roy , Page White & Fairer, 54 

Doughty Street, London WON 2LS (GB). 
(81) Designated States (national): AE, AG, AL, AM, AT, AU 
AZ BA, BB, BG, BR, BY, BZ, CA, CH. CN, CO, CR, CU, 
CL, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH, 
GM, HR, 1IU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, 
LK LR LS LT, LU, LV, MA, MD, MG, MK, MN, MW, 
MX, MZ, NO, NZ OM, PH, PL, PT, RO, RU, SC, SD. SE, 
SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, 
VC, VN, YU, ZA, ZM, ZW. 
(84) Designated States (regional)'. ARIPO patent (GH, GM, 
KE, LS, MW, MZ SD, SL, SZ, TZ, UG, ZM, ZW), 
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 
European patent (AT, BE. BG, CH, CY, CZ DE, DK, EE, 
ES, rVFR, GB, GR. HU, IE, IT, LU, MC. NL, PT, RO, 
[Continued on next page] 



(54) Title: CHARGING IN COMMUNICATION NETWORKS 




(57) Abstract: A communication system for supporting a 
communication session of a terminal, the communication 
system comprising: at least one charging unit arranged 
to monitor the communication session and generate a 
plurality of charging messages together indicating a total 
charge for the communication session; a primary charging 
data collection unit, a secondary charging data collccUon 
unit and a backup charging data collection unit, each 
charging collection unit being capable of receiving and 
correlating charging messages for the communicauon 
session; wherein: the or each charging unit is arranged to 
transmit the charging messages to the primary charging 
data collection unit or, if the charging unit determines that 
a charging message for the communication session has 
not been correctly received by the primary charging data 
collection unit, to the secondary charging data collection 
unit; and the primary and secondary charging data 
collection units are arranged to, if they have received only 
some of the charging messages for the communication 
session, transmit the content of the charging messages that 
they have received for tbe session to the backup charging 
data collection unit 
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CHARGING IN COMMUNICA TION NETWORKS 

This invention relates to charging in communication networks, especially third 
generation (UMTS) networks. 

The implementation of charging systems in third generation (3G) networks 
presents a number of difficulties. Some of these are detailed below. 

The proposed architecture for charging in 3G networks is illustrated in figure 
1 . The system of figure 1 includes a third generation communication network 
A. The network has a core network section and other peripheral network 
units. Only the units that are pertinent to the present description are shown in 
figure 1. 

The core network VPLMN (Visiting Public Land Mobile Network) 1 of network 
A comprises a GGSN (gateway GPRS support node) 2, an SGSN (serving 
GPRS support node) 3, a P-CSCF (proxy call server control function) 4 and a 
GPRS (general packet radio service) support unit 5. A subscriber terminal 6 
is attached to network A. For the purpose of this example, network A is he 
home network of the subscriber of mobile station terminal 6. 
Network A also has a core network HPLMN (home public land mobile 
network) 10. The HPLMN comprises a S-CSCF (serving call server control 
function) 1 1 and an l-CSCF (interrogating call server control function) 12. 

There is also a CCF (charging collection function) unit 20 available to network 
A. CCF 20 could be part of network A or could be elsewhere. The CCF is 
responsible for collecting information on charges to a subset of mobile 
subscribers, in this example including the subscriber of terminal 6. Each 
network may include more than one CCF to handle multiple subsets of 
subscribers. The CCF may also be known as a CCP (charging control point). 
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In practice the CCF is likely to be a charging gateway (CG). The CCF is also 
known as a charging collection function. 

When a call is made in network A charges may be generated by the P-CSCF 
4 or by the S-CSCF 1 1 , depending on the basis for the respective charges. 
Information on the charges is then passed to the CCF 20 that is responsible 
for the account of the subscriber who is to be charged. The CCF gathers 
together the charges and at the end of a billing period passes them to a billing 
unit which bills the subscriber accordingly, either by issuing an invoice or by 
debiting the subscriber's pre-paid account. 

This arrangement is considerably more complex than arises in 2G (second 
generation) GSM (global system for mobile communications) charging, 
because there can be numerous different accounting sessions that need to be 
combined in the CCF in order to accumulate all the charges for the session. 

One problem that can arise during charging is that there is a failure of 
communications over the links 40, 41 to the CCF 20. This may happen 
because of a physical failure of the link or because of a protocol breakdown. 
This could cause charging data that is sent to the CCF to be lost, in which 
case it might be impossible to charge the subscriber correctly for the session. 
To help deal with this problem it has been proposed that charging data could 
be sent to two CCFs. In figure 1 this is illustrated by the existence of CCF 21, 
which is connected by links 42, 43 to the P-CSCF 4 and the S-CSCF 11. 
Although this makes it less likely that charging data will be lost, it introduces 
some additional problems. First, if a link to one of the CCFs fails then that 
CCF may be unaware that it has only received part of the charging data, and 
even if it is identified that at least one of the CCFs only has partial data then in 
order to acquire the complete data the data stored in both CCFs must be 
combined. As a result, additional steps must be taken to correlate the data 
stored in each of the CCFs. This greatly complicates the charging system. 
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There is a need for an improved way to tackle the acquisition of charging data. 

According to one aspect of the present invention there is provided a 
communication system for supporting a communication session of a term.na 
the communication system comprising: at ieast one charging un,t arranged o 
monitor the communication session and generate a p.uraoty of charging 
messages together indicating a tota. charge for the communication se^on; a 
primary charging data coUection unit, a secondary charging data co^c o 
unit and a backup charging data co.lection unit, each charging collection ,t 
being capabie of receiving and correlating charging messages for the 
communication session; wherein: the or each charging unit is arranged o 
transmit the charging messages to the primary charging data collect on 
or if the charging unit determines that a charging message for the 
communication session has not been correctly received by the pnmary 
charging data collection unit, to the secondary charging data collection 
and the primary and secondary charging data collection unfts are arranged to, 
if they have received only some of the charging messages for the 
communication session, transmit the content of the charging messages that 
they have received for the session to the backup charging data collects un* 

According to a second aspect of the present invention there is provided a 
method for supporting a communication session of a terminal by means of a 
communication system comprising: at least one charging unit for a secondary 
charging data collection unit and a backup charging data Election un,t, each 
charging collection unit being for receiving and correlating charging messages 
for the communication session; the method comprising: initiating the 
communication session; monitoring the communication session by means of 
the charging unit; generating at the charging unit a plura.rty of charging 
messages together indicating a total charge for the communication session; 
and determining a* the charging unit whether any of the charging messages 
previously generated for a session has not been correct* received by the 
primary charging data col.ection unit; and if not transmitting charg>ng 
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data collection unit. 

. f the oresent invention there is provided a 
According to a second aspect t P communiC ation system 

t^^"'^^"£?Z** of a terminai. the 
capahle of sopporting a barging unit arranged tt, 

communication system compnsing. ^ chargjng 

m onitor the communication ^^^JL-«--«. 
usages together ind.cat.ng a tota ^ e data coll ection 

primary charging data ^^£$Z*» units heing capahle 
unit, the primary and secondary each communication 
of living and correlating charg, - ^ ^ 
session; and the or each charg.ng un . — . ^ ^ ^ ^ 
m essages to the primary cna^.ng da^ ^ session n as not 

determines that a charging message for the ~mm« ^ ^ 

oeen correctiy received by the primary ^ secondaty 

secondary charging data collection urt an d *e P « ^ 
-rgmgdatacoilectionon j. = == - 

ofthe charging messages form- ^ ^ ^ fc ^ 

charging unit is arrange to, for each g flgg jn me 

that is sent to the secondary « , da* **t,o ^ ^ 

m essage indicating that the content of the message 
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recei ved by the primary data collection unit, and the backup data collection 
unit is arranged to eliminate duplicate content of charging ™™ZlZ ° 
received content of charging messages at ieast parhaily .n dependence on the 
setting of the flag in portions of that received content. 

Preferably the terminal is associated with a subscriber entity and the 
ImunLon system includes several charging data collection ..te .an a 

charging data collection units is the primary charg.ng data un,t and wh ch ,s 
L eldary charging data unit for charging data relating to charges to be 
attributed to that subscribe, Preferably the communion system 
arranged to, on establishment of the session, access the subscnber database 
Limine which of the charging data collect units is to be the pr.mary 
charging data collection unit for the session and which of the charg.ng d a 
Z action units is to be the secondary charging data collection un,t or he 
session. It will be appreciated that in such arrangements, and op t.onaHy « 
others too, the primary and secondary charging data collection un,ts perform 
the functions of those units in respeot of a session for which they are S ac,ngn 
th0 se roles. For other sessions the same physical units could ^ he 
functiona, roles reversed. Thus a unit that acts as a pnma* h 
ejection unit for one session could act as a secondary data ooNcfen mt fo 
another session, and a un* that acts as a secondary charg.ng data 
unit for one session could act as a primary data collection un.t for another 
session. 

Preferably the primary and secondary charging data collection units . are 
arranged to, on receiving a charging message from a charg.ng un,t, transmt 
an acknowledgement for that message to that charging un.t. 

Preferably the or each charging unit is arranged to determine that a charging 
m essage has not been corrects received by the primary charg.ng da» 
coned unit if on expiry of a preset period after * has —tted a charg.ng 
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message the charging unit has not received an acknowledgement for the 
charging message. 

Preferably the charging messages which together indicating a total charge for 
the communication session include a start message indicative of the 
commencement of the session. 

Preferably the charging messages which together indicating a total charge for 
the communication session include a charge message indicative of a charge 
for at least a portion of the session. 

Preferably the charging messages which together indicating a total charge for 
the communication session include a stop message indicative of termination 
of the session. 

The primary charging data collection unit may be arranged to determine that it 
has received only some of the charging messages for the communication 
session if on expiry of a preset period after receiving the start message for the 
session it has not received a stop message for the session. Alternatively, or 
in addition, it may be arranged to make the same determination if on expiry of 
a preset period after receiving a charge message for the session no further 
message for the session has been received there. 

The secondary charging data collection unit may be arranged to determine 
that it has received only some of the charging messages for the 
communication session if it has received a charge or stop message but no 
start message for the session. Alternatively, it could send the content of all 
charging messages it receives for the session to the backup charging data 
collection unit. 

Preferably the terminal is a mobile station capable of communicating by radio 
with the communication system. 
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The primary, secondary and backup charging data ejection units could be 
CCFs The or each charging unit could be a CSCF. The communion 
system could be a third generation mobile communications system. 

The backup charging data collection unit could be a D-FADC-CCF. 

The or each charging unit cou.d be arranged to. if it determines that a 
Zing message for the communication session has not been correct, 
llu by the primary charging data collection unit, transm,t no further 
ZZ --ages for that session to the primary cha.ing data co„ect,on 
unit. 

The primary charging data collection unit and the secondary charging data 
I neln unit may be adapted to communicate with the backup chargrng da* 
ejection unit by means of the Diameter protocol. The or each charg.ng un 
: yTadapted to communicate with the prima, charging data collect- un 
^ the secondary charging data collection unit by means of the D.ameter 
protocol. 

The system may comprise a plurality of charging data coilection units. Each 
IJng data collection unit acting as a primary charging data collecbon u, 
in conjunction with a secondary charging data co.lect.on «"**•«•■* « * 
as backup charging data collection unit the same unt as does 
corresponding secondary charging data collection unrt. 

,„ me drawings, figures 1 and 2 are functional block diagrams of third 
generation communication systems. 

The present invention will now be described by way of example. 
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analog oustothoseinf, g ura1 are^ ted b CCF (P _ccF) 50, a 

asinfigurel. .n figure 2 there a« threeCCF . P ^ data 

secondary CCF (S-CCF) 51 an. . H**»« by ^ 6Q , 

collector) CCF (D-FADC-CCF) 5Z ^ ^ ^ by , jnks 

61to theP-CSCF4an d theS-CSCF11J D . FADC . CCF 5 2 is 

62 6 3 to the P-CSCF 4 and the S-CSC =11. 
InnectedhyHnKs64.65totHeP-CCFandtheS.CCF. 

ln the system of figure 2 t h ere cou.d he — 

50 and S-CCF 51, and numerous 8 CCF nas . D . 

FADC-CCF as S1 gned to rt. for the P rp ^ assjgned t0 

data . B.^^U a nd *• secondary CCF 

h to correlate the contents of messages carrying 
The D-FADC-CCF is arranged to con** ^ ^ so R 

eccounting data that it may recerve the WCF- ^ ^ ^ ^ ^ 
— S Wh ' Ch Tn^rnC^e^chofthosemessageshave 
communication sess.on. It can messages, and 

b een received from hoth sources ^™J^L*« session determine 

baS ed on the remaining messages for the com 

a n overall charge. 

*. .«.„,»,. « >* « ^ " " Til" CCF. » « 

«,«„, M . °< - "™7 *"' p S ^ 4 L S-CSCF 11. Th* P- 
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primary CCF for that subscriber, which in this example is taken to be P-CCF 
50. Consequently the P-CSCF 4 and the S-CSCF 11 send charging 
information for the session, as it proceeds, to the P-CCF 50. If the 
connections 60, 61 to that P-CCF 50 fail during the session the P-CSCF 4 and 
the S-CSCF 11 set up an offline accounting session to the secondary CCF 51 
for the subscriber, which in this example is taken to be S-CCF 51 . Failure of a 
connection 60, 61 may be detected by means of a link-level protocol run over 
the connections, or by no acknowledgement of a message indicating charging 
information (e.g. an ACR message - see below) being received by the P- 
CSCF 4 or the S-CSCF 1 1 , or by failure of the P-CSCF 4 or the S-CSCF 1 1 
even to send such a message. Consequently the P-CSCF 4 and the S-CSCF 
1 1 send charging information for the session, as it proceeds, to the S-CCF 51 . 
That accounting session to the S-CCF 51 is used until the session is released. 
The session to the P-CCF 50 is terminated when the session to the S-CCF 51 
is begun. In this way the P-CCF 50 does not receive an indication that the 
accounting session has been successfully completed (e.g. by receiving a 
STOP_RECORD message - see below), so it will be aware that the session 
has been faulty. 

When the session has been released the P-CCF 50 and the S-CCF 51 will 
both have an incomplete, and therefore faulty set of accounting records for the 
session. The P-CCF 50 and the S-CCF 51 are configured to, in the event of 
receiving a faulty set of accounting records for a session, send those records 
to the D-FADC-CCF that is assigned to them, which in this example is D- 
FADC-CCF 52. As a result that D-FADC-CCF 52 receives all the available 
charging records for the session. The D-FADC-CCF 52 correlates the records 
to establish a combined set of accounting data for the session. That 
combined set of accounting data can then be used to bill for the call, as 
appropriate. 
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„ shou.d be noted that since the P-CCF 50 and the S-CCF 51 are conjured 

pass faulty accounting data for correlation to the backup , 
elation unit, so there is no need to search for fauity records between CCFs. 

The manner in which a CCF determines that it has a fauity set of accounting 
1 wiH now be described, in this exampie the accounting ,s pe— 
according to the Diameter protoco, in this P^"^^ * 
m eans of two messages passed between the CSCFs and the CCFs . Th 
m essages for each session have a common umque sess-on ID wh,ch 
identifies messages relating to that session. WMoMhB 
,. The ACR (accounting request) message is sent from the chent (one of the 

r C The ACA C (Lunfing answer) message is an acknowledgement for a 
previous ACR and is sent from the CCF that received that prev.ous ACR to 
the client that sent it. 

Each ACR or ACA message comprises an attribute value pa.r (AVP). Each 
AVP has an attribute which indicates its meaning and a va.ue which ,nd,cates 
tfie data corresponding to that attribute. The attribute can have forms tha 
Llude: START_RECORD . ,NTER,M_RECORD. 

EVENT RECORD. During a session a CSCF sends a START_RECORD 
ACR to indicate tha, a session has been started; one or more 
INTERIM RECORD ACRs to indicate charging values as the sess.on 
proceedsland a STOP.RECORD ACR to indicate that the session .as been 
completed. Because Diameter accounting is cumulative the overal. charge^ fo 
a session cannot correctly be determined without al. the records fo the 
session. Thus, if a CCF has received a START_RECORD ^hout at leas 
one INTERIM RECORD and a STOP_RECORD, or a STOP_RECORD 
lout at least one INTERIM_RECORD and a START_RECORD ,t cannot 
determine an overal, charge for the session. The CCFs are configured to 
send such records to their assigned D-FADC-CCF 52 In these s,tuat,ons. 
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received at the P-CCF bu. * v indiC ated. The CCFs could be 

configured to send to the D-FADo q ^ fe ^ 

they have send charging messages to the D FADO 
be billed by means of the D-FADC-CCF. 

The present invention is not limited to 3G networks. 

Herein and any combination o, two or ^ ^ ^ 

SU ch features or combinations 'J^^ Knowledge 

P^^c^--^"^^^^ «* features or 

combinations of feature so ve^ny p ^ ^ ^ of 

limitation to the scope of the * such individual feature or 

scope of the invention. 
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CLAIMS 

*t*m fnr suDDOrting a communication session of a 
1. A communication system for supporting 

terminal the communication system comprising: 

a! .east one charging un* arranged to monitor the — n, at, 

total charge for the communication session; 

a primary charging data ejection unit, a seconds* charging data 

loIlTn unit being capabie of receiving and correiating charging messages 
for the communication session; 



2 oT ach charging unit is arranged to transmit the charging messages to the 
£ Z l 9i no collection unit or. if the charging unit determines 
TIL message for the communication session has not been correctiy 

.^rrrr^ - — * - a — 1 thi 

Tey h J received on,y some of the charging messages for the 
Ilunication session, — the content of the cha^ , = « 
lh ey have received for the session to the backup charg.ng data collects unrt. 

2. A communication system as .aimed in ciaim 1. wherein the ba^up da* 
action unit is arran 9 ed to, on receiving from the P^£^ 
charging data coliection units content of charging messages for the sess.on 
e^Idupiicate contentof charging messagesfrom the received content of 
charging messages. 

3. A communication system as ciaimed in Cairn 2. where, £cr-h 
hami na unit is arrange to. for each of the charging messages for the sess.on 
m e secondary charging un, set a lag in the message 
- content of the message may be dupiicated in data rece,ved 
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by the backup data collection unit, and the backup data collection unit is 
arranged to eliminate duplicate content of charging messages from the 
received content of charging messages at least partially in dependence on the 
setting of the flag in portions of that received content. 

A. A communication system as claimed in any preceding claim, wherein the 
terminal is associated with a subscriber entity and the communication system 
includes several charging data collection units and a subscriber database 
which stores for each subscriber a record of which of the charging data 
collection units is the primary charging data unit and which is the secondary 
charging data unit for charging data relating to charges to be attributed to that 
subscriber. 

5. A communication system as claimed in claim 4, wherein the 
communication system is arranged to, on establishment of the session, 
access the subscriber database to determine which of the charging data 
collection units is to be the primary charging data collection unit for the 
session and which of the charging data collection units is to be the secondary 
charging data collection unit for the session. 

6. A communication system as claimed in any preceding claim, wherein the 
primary and secondary charging data collection units are arranged to, on 
receiving a charging message from a charging unit, transmit an 
acknowledgement for that message to that charging unit. 

7. A communication system as claimed in any preceding claim, wherein the 
or each charging unit is arranged to determine that a charging message has 
not been correctly received by the primary charging data collection unit if on 
expiry of a preset period after it has transmitted a charging message the 
charging unit has not received an acknowledgement for the charging 
message. 
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8. A communication system as claimed in any preceding claim, wherein the 
charging messages which together indicating a total charge for the 
communication session include a start message indicative of the 
commencement of the session. 

9. A communication system as claimed in any preceding claim, wherein the 
charging messages which together indicating a total charge for the 
communication session include a charge message indicative of a charge for at 
least a portion of the session. 

10. A communication system as claimed in any preceding claim, wherein the 
charging messages which together indicating a total charge for the 
communication session include a stop message indicative of termination of 
the session. 

1 1 . A communication system as claimed in claim 10 as dependent on claim 8, 
wherein the primary charging unit is arranged to determine that it has received 
only some of the charging messages for the communication session if on 
expiry of a preset period after receiving the start message for the session it 
has not received a stop message for the session. 

12. A communication system as claimed in claim 10 as dependent on claims 
8 and 9, wherein the secondary charging unit is arranged to determine that it 
has received only some of the charging messages for the communication 
session if it has received a charge or stop message but no start message for 
the session. 

13. A communication system as claimed in any preceding claim, wherein the 
terminal is a mobile station capable of communicating by radio with the 
communication system. 
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14. A communication system as claimed in any preceding claim, wherein the 
primary, secondary and backup charging data collection units are CCFs. 

15. A communication system as claimed in any preceding claim, wherein the 
or each charging unit is a CSCF. 

16. A communication system as claimed in any preceding claim, wherein the 
communication system is a third generation mobile communications system. 

17. A communication system as claimed in any preceding claim, wherein the 
or each charging unit is arranged to, if it determines that a charging message 
for the communication session has not been correctly received by the primary 
charging data collection unit, transmit no further charging messages for that 
session to the primary charging data collection unit. 

18. A communication system as claimed in any preceding claim, wherein the 
primary charging data collection unit and the secondary charging data 
collection unit are adapted to communicate with the backup charging data 
collection unit by means of the Diameter protocol. 

19. A communication system as claimed in any preceding claim, wherein the 
or each charging unit is adapted to communicate with the primary charging 
data collection unit and the secondary charging data collection unit by means 
of the Diameter protocol. 

20. A communication system as claimed in any preceding claim, wherein the 
system comprises a plurality of charging data collection units, and each 
charging data collection unit acting as a primary charging data collection unit 
in conjunction with a secondary charging data collection unit treats as backup 
charging data collection unit the same unit as does the corresponding 
secondary charging data collection unit. 
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initiatinq the communication session, 
data collection unit. 

monitor the communication session and generate a piu.c » 

! .ther indicating a total charge for the communication session, a 
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backup charging data collection unit; the backup data collection unit being 
arranged to receive and correlate charging messages for the communication 
session sent to it by the primary and secondary data collection units. 
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